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INTRODUCTION AND PURPOSE
The Rosalind Franklin University of Medicine & Science Information Technology Services (ITS) department is committed to a secure technology environment in support of its mission.  With the implementation of integrated, real-time computer systems and single sign-on accessibility to university systems, the need for a strong password policy is a necessity.

Passwords are an important aspect of information security. They are the front line of protection for user accounts and other forms of access. A poorly chosen password can result in the compromise of the university’s network. As such, all users are responsible for taking the appropriate steps, as outlined below, to select and secure their passwords. 

The purpose of this policy is to set a standard for creating, protecting, and changing passwords.

SCOPE AND APPLICABILITY
This policy applies to all faculty, staff, students, residents, fellows, alumni, volunteers, and vendors of Rosalind Franklin University of Medicine and Science (RFUMS) who have or are responsible for a computer account, or who have any form of access that supports or requires a password. This policy applies to any system that resides at any RFUMS facility, accesses the RFUMS network, or stores any non-public RFUMS information. Violators of this policy may be subject to disciplinary action.
POLICY STATEMENTS
In an effort to safeguard the University network and the information contained within that network, RFUMS determines whether an individual will be authorized to access its network and, if so, the appropriate level of access within that network will be assigned. One specific technological safeguard relating to access is the use of an individualized password. These passwords must be safeguarded.

Passwords should be treated as confidential information. No employee is to share his/her password with another person.  If a password is compromised for any reason, the password should be changed as soon as possible. If someone requests your password, refer them to this policy or have them contact the Information Technology Services Department.
PROCEDURES
Initial passwords will be created for each student or employee when system accounts (i.e., network, email, etc.) are created. Initial passwords must be changed at first login.

The ITS department has implemented a tiered password policy, which uses a role-based approach for providing access to university systems.  Each security role has an associated password policy.  If an individual has several roles, with conflicting password policies, the “strongest” policy will apply.

Tier 1:
Access to information only about yourself.

E.g.
Students, vendors, guests, HR applicants

Tier 2:
Access to information about yourself, information about others, and/or institutional information.


E.g.
Faculty, Staff, Administration

Tier 3:
Access to control institutional systems


E.g.
Information Technology Services

The following points reflect general password policies and procedures.
	Password Attributes
	Tier 1
	Tier 2
	Tier3

	Minimum length of password
	8
	8
	8

	Strong password is required
	Yes
	Yes
	Yes

	Maximum age of password (in days)
	365
	90
	45

	Days of daily expiration warnings
	30
	20
	10

	Password minimum age (in days)
	15
	15
	15

	Password uniqueness history
	12
	12
	12

	Failed attempts before lockout
	3
	3
	3

	Lockout duration in minutes
	30
	30
	30


PASSWORD GUIDELINES
Passwords are used to access any number of university systems, including network, e-mail, Desire2Learn, the Internet, etc. To avoid placing the entire system at risk, create a strong password that is easy to remember using the following guidelines.

1. Strong passwords must be at least eight characters in length and contain at least three of the following four specifications (or as feasible on special-use equipment).  This is considered a “strong password”.
· one upper case letter

· one lower case letter

· one numerical character

· one special character (e.g., $). 

2. Employees should not use any feature that permits the computer to “remember” a password on any computer.

3. Passwords should not be based on well-known or readily accessible personal information.

4. Passwords should not be based on a user’s personal information or that of his or her friends, family members, or pets. Personal information includes logon ID, name, birthday, address, phone number, social security number, or any permutations thereof.

5. Passwords should not include complete words, names of fictional characters from books or film or be based on the University’s name or geographic location.
6. Passwords should not be transmitted electronically over the unprotected Internet, such as via e-mail. 

7. Employees should not keep an unsecured written record of their passwords, either on paper or in an electronic file.

8. Passwords used to gain access to university systems should not be used as passwords to access non-university accounts or information.

9. If possible, do not use the same password to access multiple university systems.
If you forget your password, please contact the ITS Helpdesk at 847-578-8800 to have it reset.

DEFINITIONS
Legacy System – software applications that are typically older technology and do not provide easy integration with other enterprise level systems.
Maximum Age of Password – the maximum time (in days) that a password can remain unchanged. Once this period has expired, a password change will be required.

Days of Daily Expiration Warning – the number of consecutive days just prior to expiration that a warning will be issued about the need to change a password.

Password Minimum Age – the minimum time (in days) that a password may not be changed once a new password has been established. The minimum age is used together with Password Uniqueness History to prevent people from quickly returning to a favorite password.
Password Uniqueness History – the number of most recent unique passwords that the network will remember for a specific user. When changing a password, a user will not be allowed to repeat any passwords in this history. Together with the Password Minimum Age, this guarantees that someone cannot repeat a password in a given period of time.
Failed Attempts Before Lockout – the maximum number of invalid password entries that a user can attempt when logging in. After this number of invalid attempts, the user is prevented from logging in for a period of time (see Lockout Duration). Together with the Lockout Duration, this insures that an unauthorized party may not guess passwords at a rate that is worth the time investment.
Lockout Duration – the amount of time (in minutes) that a user will be prevented from logging in after the maximum number of invalid password attempts has been reached.
POINTS OF CONTACT
	Chief Information Officer

Information Security Officer

Information Technology Services Help Desk
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