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INTRODUCTION AND PURPOSE
Information Technology Services (ITS) provides centralized resources for Rosalind Franklin University of Medicine & Science (RFUMS) staff, faculty, and students such as electronic mail, shared file space and web services. People who are affiliated with RFUMS may require a network account to access some of these resources. Since accounts are issued primarily to meet job-related needs, changes in responsibility may mandate changes to an account’s privileges, and inactivity may indicate that the need for the account has expired.  The purpose of this policy is to specify eligibility requirements for accounts, and the responsibilities of administrators, supervisors and users.

CANCELLATION  

None.
SCOPE AND APPLICABILITY
This policy covers accounts, authentication and authorization for all resources and servers managed by RFUMS Information Technology Services Department.

POLICY STATEMENTS
A. General

An "account" consists of the user's ID required for the user to do business.  Each user account will be created using the same names on file with the Registrar’s Office or Human Resources.  If a user’s name contains spaces or punctuation marks, they must be removed to leave only letters and numbers in the username. 
E.g.
Thomas O’Donnell
changes to
Thomas.ODonnell



Maria dela Rosa
changes to
Maria.delaRosa

Further, if the username matches that of another user already in the system, a suffix to the first name will be added.  The numerical suffix will begin with the series with “2”, assuming number 1 is automatically assigned to the first user.

E.g.
First Instance

John Smith
John.Smith



Second Instance
John Smith
John2.Smith



Third Instance

John Smith
John3.Smith

The password must be constructed in accordance with the ITS Password Policy. 

B. Eligibility

The list of eligible affiliations is as follows:

· Faculty and staff employed in RFUMS departments

· Voluntary faculty and lecturers
· Students currently enrolled in the University, Residents, Fellows
· Contractors and temporary personnel employed by RFUMS departments

C. Account capabilities

An RFUMS account provides a user access to a set of restricted resources, such as email or access to University applications. To provide diverse resources, ITS supports several "realms" of authentication, based on different hardware/software platforms. It may be necessary for a user to have several accounts to accomplish all job functions.

D. Consistent User Identifier

As much as possible, ITS will try to provide a consistent network user name across its supported authentication realms. This includes trying to match accounts between University applications.

E. Termination of Accounts

When a user leaves RFUMS, his/her access to all accounts must be terminated as soon as practical but no later than 3 days after departure. An email account may be forwarded to an alternate RFUMS employee who may act as the primary recipient and receive the user’s email.  This forwarding of mail will only take place when a terminated staff member, faculty member, or administrator’s mail will need to be received by an alternate person within the organization.  It does not include the forwarding of mail to personal accounts. All requests for a temporary extension or exception to this policy must be made in writing to the ITS Department Help Desk and be approved by the Chief Information Officer (CIO) or designee.
F. Change Notice

Accounts are issued because authorized access to resources is required. If the user's needs or employment status change, ITS must be notified by the supervisor. While it is in the users' best interest to report changes, it is the supervisor's responsibility to report relevant changes in employment status and authorization requirements to ITS. Account termination or reactivation requests will only be accepted from a supervisor. Where practical, ITS will pursue notification from other sources to supplement information on accounts.

G. Account Inactivity

ITS maintains log files of access to most resources. If an account shows no activity for three months it may be disabled so that the user must contact ITS to reactivate it. An account that has been idle for six months may be removed without notice. 

H. Account Abuse

Log files may also be scanned for indications of inappropriate use and/or resource abuse, for which an account can be terminated without notice.  Examples of Account Abuse include but are not limited to:
· Theft and Vandalism
Theft and vandalism of network resources/computer systems and peripherals will be handled by the appropriate authorities (RFUMS Security and/or appropriate law enforcement agencies). RFUMS will pursue and support criminal prosecution of individuals suspected of theft and/or vandalism.

· Unauthorized Use of Network Services
Anyone for whom an active account does not exist, found using any network services, will be referred to the appropriate authorities. For university staff, students and faculty the individual's department head and/or dean will be notified.  Incidents involving individuals not directly associated with the university will be handled by the appropriate law enforcement agency. If direct expenses are incurred by the university during unauthorized use (i.e., paper, printer supplies, etc.), the university reserves the right to pursue full reimbursement of those costs from the individual.

Use of restricted network services without authorization is considered an abuse of privilege and may result in restriction or denial of network access. Current restricted-use network resources include printers reserved for use by an individual, department or research group, and workstations and servers which have restricted login access.

· Unauthorized access to accounts
Any attempt to gain access or to use an account other than by the owner will be considered a severe violation of network policy. Such attempts include, but are not limited to, gaining access to a user's account while the user is away from a workstation or efforts to determine another user's password by closely watching a login. Possession of tools which can be used to subvert security is grounds for account suspension.

· Cracking passwords
Any attempt to crack or otherwise obtain passwords is prohibited. Storing or transferring unencrypted password information is prohibited. Writing, transferring, compiling or running programs designed to guess passwords or otherwise gain unauthorized access to user or system accounts or passwords is prohibited. This includes programs or techniques designed to trick users into divulging their password.

· Sharing accounts
An account is assigned to an individual. That individual is solely responsible for all actions traced to the account. Sharing accounts or account passwords is prohibited. If some users need to work together in a group, they must follow the proper guidelines for work group access to files. Persons who may be liable for damage done on a shared account include the owner and everyone else who has access to the account.

· Access to Information
Unauthorized access to information contained in a user's home directory is prohibited, even if the files are readable and/or writable. When in doubt, don't read, copy, or change other users' files.

· Modifying files
Modifying files anywhere on the system without consent of the file's owner is prohibited. This includes writing or modifying files which have file permissions set to allow modification or writing. This also includes creating new files, renaming, or deleting existing files in directories which may have directory permissions set to allow creation or modification of files. 

· Receipt and distribution of copyrighted material
Use of network services for the unlawful receipt, distribution, or use of copyrighted software or material is prohibited.

· Personal and Pecuniary Use of Resources
Excessive use of university network resources for personal or pecuniary purposes is prohibited.

· Licensing and Copyright Infringement
Most software packages and applications are licensed and/or copyrighted. Most licenses and copyright agreements specifically prohibit copying or unauthorized use of the software or data. 

· Electronic Mail and Communications
Electronic mail is the primary communications tool used by network users. Due to the design goals of the Internet, electronic mail security is not very strong. Therefore e-mail should not be used to transfer secure or confidential information.

· Electronic mail privacy
The e-mail system is intended for official University business. E-mail messages sent or received using University communications equipment is the property of the University.  Do NOT attempt to read, copy, or otherwise disturb another user's e-mail. ITS reserves the right to inspect an individual's mail and/or account should that user be suspected of a crime, account abuse, or other violations of University policy. 
· Electronic communications privacy act
Electronic mail is covered under the Electronic Communications Privacy Act of 1986. This act provides for prosecution of individuals found surreptitiously capturing, reading or altering another's e-mail without permission.

· Controversial electronic mail/postings
Electronic mail is usually delivered directly from the sender to the receiver without extensive filtering. Because of this, care should be taken to keep all e-mail communications professional in nature and devoid of inappropriate language. Sending electronic mail messages that are determined to be obscene, abusive, hostile or otherwise offensive may be considered an abuse of network privileges.
· Forging
Any attempt to forge an e-mail message will be considered an abuse of network privileges. If a user receives mail that could have been forged, it is in the best interests of all parties involved to confirm the e-mail with the supposed sender via personal contact. If it is determined that the e-mail is a forgery, contact the ITS Help Desk. Please save a complete copy of the message for further investigation.

· Violation of Remote Site Policy
Users of remote sites or remote site services are bound by the rules, and polices of the remote site. If you do not know the remote site's rules and policies, adhere to those outlined in this document.

· Malware
Anyone knowingly attempting to proliferate, create, modify, or transmit worms, viruses, or other malware of any size, shape, or form will be remanded for criminal prosecution.

· FTP
Using ftp to transfer files to or from remote sites which violate the policies of the remote site is prohibited. In particular, transferring files which contain material offensive to either site, contain information to be used for personal financial interests of any party, or contain monetary or sexual solicitations is prohibited.

POINTS OF CONTACT
Help Desk
Information Security Officer

Chief Information Officer
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