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INTRODUCTION AND PURPOSE.   

It is the desire of Rosalind Franklin University of Medicine and Science (RFUMS) to promote an environment that protects the rights of copyright holders through compliance with copyright law as well as the specific provisions of the Digital Millennium Copyright Act (DMCA).  

The Digital Millennium Copyright Act (DMCA) is an extension of US copyright laws specific to the unique nature of protecting copyright in an electronic environment. For our institution, the act will most often apply (copyright will most often be violated) through the use of peer-to-peer networking software such as Napster, Limewire, or BitTorrent. These applications not only allow you to illegally download content, but they then share the content with others on your network which is a far more severe violation of copyright law. There are also many other ways to violate copyright in the electronic world such as posting protected material on a public web site or circumventing anti-piracy measures to make illegal copies of material. The DMCA makes it very clear that the University is a “service provider” because we give our students, faculty, and staff access to the public Internet. This service provider status obligates us to perform certain activities that are defined in the policy statements below. Basically, these activities are related to educating the community on copyright law, tracking repeat offenders, and having a remediation plan in place for repeat offenders. Note that an individual will always be responsible for their copyright violation activities regardless of the policies and procedures that the University has in place. This means that any sanctions imposed against an individual by the University are distinct from the penalties they may also face from the copyright holder directly.
This policy covers the requirements needed to implement and enforce compliance with the DMCA at the University.

CANCELLATION.     

None.
SCOPE AND APPLICABILITY.  

This policy applies to all users of RFUMS networks and computing equipment.  This policy applies to all computing devices that are owned by RFUMS, or attached to university networks.    

POLICY STATEMENTS.  

· The University shall maintain a Registered DMCA Agent to receive all notifications of alleged copyright infringement. See Definitions section for additional details.
· The DMCA Agent will promptly acknowledge the receipt of all properly formatted claims, attempt to contact the provider of improper claims to obtain a properly formatted claim, coordinate resolution activities, keep required records to track repeat offenders, and assure proper resolution of all claims. 

· The University has the right, as stated in the DMCA, to immediately take down or remove access to materials that are the object of a complaint.

· The DMCA Agent, or designee, will attempt to promptly notify the copyright infringer of the materials being removed, the details of the claim, and the appeal / counter-claim process.
· The University will develop and maintain a web page that informs the general public of our efforts to comply with the provisions of the DMCA, as well as giving instructions to those who wish to file copyright infringement complaints.

· The University will develop a general procedure and remediation program to give a clear course of action for individuals who are identified as repeat offenders of copyright.

· RFUMS reserves the right to permanently remove an individual’s access and exercise other disciplinary actions, up to and including dismissal from the University, for repeated violations of copyright law. This disciplinary action will be separate from the personal responsibility that the copyright infringer may face as a consequence of their activity.

· The University will develop an educational program that informs the community of relevant copyright related policies and procedures. This program will provide information to new students, faculty, and staff through appropriate handbooks and/or orientation processes. This program will include periodic reminders through log-in banners and informational e-mails.
DEFINITIONS. 
Digital Millennium Copyright Act (DMCA) is a series of provisions that expands upon existing copyright law in order to detail the unique nature of copyright law in an electronic medium. 
Registered DMCA Agent is an individual identified by an organization to receive complaints of copyright violation under the DMCA. Registered agents are identified on a web page maintained by the U.S. Copyright Office at http://www.copyright.gov/onlinesp/list/index.html. The currently registered DMCA agent is:
Richard Loesch
Chief Information Officer
Information Technology Services Department
Rosalind Franklin University of Medicine and Science
3333 Green Bay Road 

North Chicago, IL  60064
Phone: 847.578.3000

Fax: 847.578.3202

Email: dmca-agent@rosalindfranklin.edu 

PROCEDURES. 
· Reporting a Claim of Infringement
· The DMCA specifies that all claims of copyright infringement be sent to the University’s registered agent.
· The DMCA requires that an infringement notification contain a substantial amount of the following information to be considered effective:
· A physical or electronic signature of a person authorized to act on behalf of the owner of an exclusive right that is allegedly infringed.
· Identification of the copyrighted work claimed to have been infringed, or, if multiple copyrighted works at a single online site are covered by a single notification, a representative list of such works at that site.

· Identification of the material that is claimed to be infringing or to be the subject of infringing activity and that is to be removed or access to which is to be disabled, and information reasonably sufficient to permit the service provider to locate the material.

· Information reasonably sufficient to permit the service provider to contact the complaining party, such as an address, telephone number, and, if available, an electronic mail address at which the complaining party may be contacted.

· A statement that the complaining party has a good faith belief that use of the material in the manner complained of is not authorized by the copyright owner, its agent, or the law.

· A statement that the information in the notification is accurate, and under penalty of perjury, that the complaining party is authorized to act on behalf of the owner of an exclusive right that is allegedly infringed.

· The DCMA requires prompt acknowledgement and action from the registered DMCA agent. For notifications that do not comply with the details necessary to be effective (shown above), the agent will make reasonable efforts to contact the complaining party to request a valid notification.
· The DMCA agent will notify the infringing party of their right to make a counterclaim, and then forward any such counterclaims to the complaining party.

· Reporting a Counterclaim of Infringement
· The University’s DMCA agent will collect a counterclaim from the alleged copyright infringer if they wish to issue one, and then forward this counterclaim to the complaining party.

· The DMCA requires that a counterclaim notification contain a substantial amount of the following information to be considered effective:

· A physical or electronic signature of the infringing party.

· Identification of the material that has been removed or to which access has been disabled and the location at which the material appeared before it was removed or access to it was disabled.

· A statement under penalty of perjury that the alleged infringer has a good faith belief that the material was removed or disabled as a result of mistake or misidentification of the material to be removed or disabled.

· The alleged infringer's name, address, and telephone number, and a statement that they consent to the jurisdiction of Federal District Court for the judicial district in which the address is located, or if the alleged infringer's address is outside of the United States, for any judicial district in which the service provider may be found, and that they will accept service of process from the person who provided notification or an agent of such person.

· The University may restore access to the allegedly infringing material within two weeks after the complaining party receives the counterclaim, unless the complaining party serves notice that it intends to seek a court order to restrain the offender from further infringing activity.

· Identification of Copyright Infringer.

· The DMCA agent will use the information provided in the copyright infringement notification to identify the individual responsible for the infringing activity. Note: Any activity that took place on a device belonging to an individual is the responsibility of that individual. Thus, any devices that are left unattended or unsecured are the responsibility of the device owner.
· The University IT Department will work with the DMCA agent to discover IP address, MAC address, network login, and other details to identify the individual or device that conducted the activity.

· Disciplinary Actions for Infringing Parties
· First offences will be subject to the following actions:

· The University’s DMCA agent will notify the offending party of the infringement claim details.

· The alleged infringer will have three working days to respond to the notification. They will have the opportunity to comply by discontinuing infringing activities, or they may challenge the notification by providing details that support a valid legal exception to copyright law.

· Any person that does not respond within the 3-day period will have their network access disabled until the issue is resolved. There is a $25 administrative fee to get network access reinstated.

· Anyone receiving a first notification will be encouraged to take the online copyright education course and self-assessment quiz.

· If it can be proven that the notification is false, or if the alleged infringer successfully challenges the notification, the notification will not be recorded as a first offence. Otherwise, the DMCA agent will record this event as a first offence against the infringer.

· Second offences will be subject to the following actions:

· The University’s DMCA agent will notify the offending party of the infringement claim details.

· The University’s DMCA agent will verify that the alleged infringer has a first offence on record.

· The alleged infringer’s network access will be immediately disabled until the issue is resolved. There is a $25 administrative fee to get network access reinstated.

· The alleged infringer will have the opportunity to comply by discontinuing infringing activities, or they may challenge the notification by providing details that support a valid legal exception to copyright law.

· If it can be proven that the notification is false, or if the alleged infringer successfully challenges the notification, the notification will not be recorded as a second offence. Otherwise, the DMCA agent will record this event as a second offence against the infringer.

· If the second offence was recorded, the appropriate authority will be notified of the issue. For students, this will be the Office of Student Development. For faculty and staff, this will be the Department Chair. 
· Anyone found to be a second offender will be required to take the online copyright education course and achieve a satisfactory score on the self-assessment quiz before network access can be restored.

· Third (or greater) offences will be subject to the following actions:

· The University’s DMCA agent will notify the offending party of the infringement claim details.

· The University’s DMCA agent will verify that the repeat infringer has two prior offences on record.

· The repeat infringer’s network access will be immediately suspended until the issue is resolved. There is a $25 administrative fee to get network access reinstated, if the reinstatement is approved by the sanctioning body. The University’s DMCA agent will strongly recommend that the repeat offender not be allowed back onto the network.
· The offending party will have the opportunity to comply by discontinuing infringing activities, or they may challenge the notification by providing details that support a valid legal exception to copyright law.

· If it can be proven that the notification is false, or if the alleged infringer successfully challenges the notification, the notification will not be recorded as a third (or greater) offence. Otherwise, the DMCA agent will record this event as an additional offence against the infringer.

· If the third (or greater) offence was recorded, the case will be referred to the appropriate sanctioning authority for further action. For students, this will be the Office of Student Development. For faculty and staff, this will be the Department Chair. Violation of intellectual property rights is a serious offence in an academic setting. As mentioned in the policy statements, sanctions for repeat offenders may include dismissal from the University.
POINTS OF CONTACT.
Chief Information Officer
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End User Account Policy
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