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INTRODUCTION AND PURPOSE  

Rosalind Franklin University of Medicine and Science (RFUMS) must be able to respond to computer security-related incidents in a manner that protects its own information and helps to protect the information of others that might be affected by the incident.  

A computer security incident is defined to be any adverse event that threatens the security of information resources.  Adverse events include compromises of integrity, denial of service, compromises of information -- sold or used in an unauthorized fashion, loss of accountability, or damage to any part of the system. 

SCOPE AND APPLICABILITY 

This policy applies to all users of Rosalind Franklin University of Medicine and Science (RFUMS) networks and computing equipment.  This policy applies to all information systems and applications that are owned by RFUMS, attached to university networks, or are used to store, process, or transmit RFUMS information.  This policy does not apply to computers that are personally owned and are only attached to networks that the university provides for public or student use.  This policy does not apply to student owned computers in university housing. 

POLICY STATEMENTS 

Any suspected computer security incident must be reported to Information Security immediately.  Information Security may be contacted directly at itsecurity@rosalindfranklin.edu.

For all suspected information security incidents, the following information should be collected:  

The name and contact information of the individual reporting the incident

Time of contact

The nature of the incident

Location and description of equipment, information, or persons involved

Systems or information involved in a suspected computer security incident should not be accessed or modified until the situation has been assessed by the Information Security Officer (ISO) or designee.  The ISO, or designee, will coordinate with the university’s General Counsel to evaluate whether forensic evidence must be preserved to support possible legal action.

In the event that forensic evidence is to be preserved, the ISO, or designee, will coordinate with Campus Security and appropriate external law enforcement officials to assure that forensic evidence is properly collected and chain of custody is properly documented.

The ISO, or designee, will coordinate the handling of all suspected computer security incidents.

Information security incidents should not be discussed with anyone outside of RFUMS without proper authorization.

DEFINITIONS 

POINTS OF CONTACT

Information Security Officer


itsecurity@rosalindfranklin.edu
Chief Information Officer

REFERENCES AND RELATED POLICIES  

IT Security Policy

Health Insurance Portability and Accountability Act (HIPAA)

Family Educational Rights and Privacy Act (FERPA)

Illinois Personal Information Protection Act (PIPA)
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