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INTRODUCTION AND PURPOSE   

The use of information systems and applications, like any other business activity, involves risk.  As the complexity of information systems and applications has increased, so too has the associated risk.  The most effective way to manage the risks associated with the use of information systems and applications is to thoroughly review their security prior to deployment and throughout their life cycle.  

SCOPE AND APPLICABILITY  

This policy applies to all users of Rosalind Franklin University of Medicine and Science (RFUMS) networks and computing equipment.  This policy applies to all information systems, network infrastructure, and applications that are owned by RFUMS which are attached to university networks or are used to store, process, or transmit RFUMS information.  This policy does not apply to computers that are personally owned by students and are only attached to networks that the university provides for public or student use, this policy does not apply to student owned computers in university housing. 

POLICY STATEMENTS  

All new information systems and applications will be subject to a security review by the Information Security Officer (ISO) or a designee prior to being placed into production.

All existing information systems will be subject to periodic security reviews by the ISO or a designee throughout their life cycle.  System or application upgrades or feature changes must be reviewed prior to being placed into a production environment.

Security reviews may include the use of automated assessment tools, and/or a manual review of system or application configuration, security controls, and documentation.  Security reviews will include an assessment of technical vulnerabilities, misconfiguration, and compliance with any applicable standards or regulations.

All risks that are identified must be mitigated or remediated.  If for any reason a risk cannot be remediated, the risk must be accepted by the Chief Information Officer, the Executive Vice President/Chief Operating Officer, or the President.  All accepted risks must be documented.  Risk acceptance documentation will be maintained by the ISO throughout the life cycle of the system or application.

Risks in new systems or applications must be addressed before the systems or applications are put into a production environment.  

Risks identified in existing systems or applications must be addressed by the individual(s) responsible for supporting the systems or applications within a reasonable period of time.  Reasonable risk mitigation/remediation time will be determined by the ISO or designee and the individual(s) responsible for support, based on an assessment of the severity of the risk.

DEFINITIONS 

RFUMS information refers to any information that has not been declared public by someone with sufficient authority to do so.

System or Application Documentation should include hardware and software architecture and configuration information, system requirements, risk analysis documentation, and any other pertinent information.

Production refers to any network, information system, device, or application that stores processes, or transmits live/real-time RFUMS information. 

POINTS OF CONTACT

Information Security Officer




itsecurity@rosalindfranklin.edu
Chief Information Officer

REFERENCES AND RELATED POLICIES  

Information Technology Security Policy

Information Technology Standards Policy

Health Insurance Portability and Accountability Act (HIPAA)

Family Educational Rights and Privacy Act (FERPA)

RFUMS Risk Acceptance Form
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