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INTRODUCTION AND PURPOSE   

Rosalind Franklin University of Medicine and Science (RFUMS) is committed to nurturing the open, information-sharing requirements of its academic culture, while preserving the confidentiality, integrity and availability of its information resources.  The Information Sensitivity Policy is intended to improve the ability of the University community to properly manage access to University information in compliance with Federal and State laws and regulations, and other University policy requirements.  It supports and promotes greater understanding of and appropriate use of information, and heightened awareness of the sensitive nature of information based on various risk factors.

CANCELLATION     

None.

SCOPE AND APPLICABILITY

The information covered in these guidelines includes information that is created, collected, maintained, and utilized by the University community for the purpose of carrying out the institutional mission.  This policy applies to all information owned by or in possession of the University.

All employees, faculty, staff, students, contractors, vendors, and volunteers should familiarize themselves with the information labeling and handling guidelines.  RFUMS information is one of the most valuable assets of the University and must, therefore, be safeguarded by all agents representing RFUMS.  All University Information is considered confidential unless it has been authorized for public release.
Questions about the proper classification of a specific piece of information should be addressed to your director or department chair. Questions about these guidelines should be addressed to Information Security.

POLICY STATEMENTS

University information must be consistently protected throughout its life cycle in a manner commensurate with its sensitivity and criticality, regardless of where it resides or what purpose(s) it serves.  All Rosalind Franklin University information is categorized into three main classifications: 

Public Information 

Public information is available to all members of the University community, and may be released to the general public. The University reserves the right to control the content and format of Public information. This information is not restricted by local, state, national, or international statute regarding disclosure or use. 

Internal Information

Internal information is intended for use by and made available to members of the University community who have a business need to know. This information is not restricted by local, state, national, or international statute regarding disclosure or use. Internal information is not intended for public dissemination but may be released to external parties to the extent there is a legitimate business need. The University reserves the right to control the content and format of internal information when it is published to external parties. 

Recognizing that inappropriate disclosure of certain internal information may result in unauthorized use of the information, the University reserves the right to designate that certain subsets of internal information require training in the appropriate use and handling of the information (e.g., salary letters).

Legal/Regulated Information

Legal/Regulated information is required to be protected by applicable law or statute (e.g., HIPAA, FERPA, or PIPA), or which, if disclosed to the public could expose the University to legal or financial obligations.

Access is granted to those individuals who have a business need to know and who have signed an appropriate confidentiality agreement.

Recognizing that unauthorized use of certain restricted information may expose the University to particularly heightened risk, the University reserves the right to designate that users be required to undergo additional training as appropriate.

Rosalind Franklin University personnel are encouraged to use their best judgment in securing Rosalind Franklin University internal or legal/regulated information to the proper extent. If an employee is uncertain of the sensitivity of a particular piece of information, he/she should contact their supervisor to seek guidance with handling that information.

Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

POINTS OF CONTACT

Chief Compliance Officer

Chief Information Officer

Information Security Officer  

itsecurity@rosalindfranklin.edu
REFERENCES AND RELATED POLICIES

IT Security Policy

Acceptable Encryption Policy

Confidentiality Agreement

Information Handling Guidelines

Health Insurance Portability and Accountability Act (HIPAA)

Family Educational Rights and Privacy Act (FERPA)

Illinois Personal Information Protection Act (PIPA)
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