Anti-Spam Software from Barracuda Networks

(Information and Educational Technology Services)

This document explains how to utilize the Barracuda anti-spam
interface and what to expect from this software. Although there is no
way to prevent receipt of all SPAM, Barracuda will significantly reduce
the amount arriving in your inbox. If you have any questions, please
contact the Helpdesk at ext. 8800 or helpdesk@rosalindfranklin.edu.

Basic Barracuda Function

Barracuda uses a Bayesian filter that contains roughly 4000 rules.
Each piece of incoming e-mail is compared to these rules and
receives a score, which determines if the message qualifies as
potential spam. E-mail, falling within this “potential SPAM” score, will
be quarantined and an e-mail will be sent alerting you that potential
spam is awaiting further action in your quarantine tank.

Initial Spam Message
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Sont: Mon P IRFO0A | 1138 AM

Tn: Hamill, Cralg &
(]
Subtect: Uzor Quarantne Account Information

Welcome to the Hosalind 1rankdin Unhrersity - Spam Direwall 1his messapes contains the
information you will necd to access vour Spam Cmarantine and Preforonecs.

Vour account has been set to the following username and password:
Uscrname: eraig hamill 3irosalindfranlklin cdu

Parssiwomed

Apccess vour Spam Charantine dircetly using the following link: https://G6_ 00 155 d6d443  ogi-
brmamdes op?

user=craig hamill @ rosalindfranklin edufpassword= /

This email will contain your username and Barracuda password. You can
also click on the link to directly access vour SPAM Quarantine

Created: 10/19/2006 1:44:00 PM; Revised:10/19/2006

#® Upon receipt of the initial SPAM message, you will receive an e-
mail explaining how to access your SPAM Quarantine and
Preferences and providing your username and password
information.

®# The easiest way to access Barracuda is to click on the link in the
e-mail. (see red bordered box)

Security Certificate

Security Alert

r.'?"l Information you exchange with this site cannat be viewed or
?. changed by others. However, there iz a problem with the site's
; securty certificate.

& The zecurity certificate was izsued by a company you have
nat chozen bo bzt Yiew the certificate to determing whether
you want to trust the certifying authority.

a The security cedificate date iz valid,

& The name on the securty certificate is invalid or dogs naot
match the name of the site

Do you want to proceed?

l Yes ] [ Mo J [View Certificate ]

# Once you click on the hyperlink to access Barracuda, your web
browser will open and display a Security Alert box.

# Click on YES to proceed. Do not be concerned about security as
the Barracuda software is housed on the university’s servers and
thus poses no threat to the security of your local computer system.

Alternate Logins

®# There are alternate ways to access Barracuda. You can enter the
following address into your web browser: https://66.99.255.66.
The Barracuda Login page will direct you to the SPAM
Quarantine.
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® Your username is your full e-mail address. ® FEach e-mail message tagged as potential SPAM will be listed in
o First.Last@rosalindfranklin.edu your Quarantine Inbox.

o First.Last@students.rosalindfranklin.edu ® There are three options for individual messages. (red arrow)

#® Your password was provided in the initial e-mail that you received. o0 Deliver the e-mail, but no rule is created for future filtering
However, if you have misplaced this e-mail, just enter your o Whitelist delivers the e-mail and creates a rule to always
username and click on the “Create New Password” button. allow that piece of mail to bypass the quarantine (useful for

newsletters
Login 0 Delete the e-mail and it is not delivered to your inbox.
Please type your email address and password below, If ® You can select muItipIe e-mails using the check box to the left of
ES:C]Z;?;T; firewall administrator, type your administrative eaCh e_ma” and then:

0 choose to Deliver, Whitelist, or Delete from the Top Level

B = 0ish ] Classification (Green Arrow)
Username:
Password:

Preferences Tab

# \Whitelist allows you to manually input allowed e-mail addresses
and domains using Barracuda plug-ins in Outlook.

Note: If you forget your password or do not have a
password, type your email address in the Username box,

Then, ciick Create New Password. 4 new password wil #® Blacklist allows you to manually block e-mail addresses and
s domains using Barracuda plug-ins in Outlook. (red arrow)
N Create Mew Password ]

Get Mail Client Plugins Here

A AUl (1JARANTINE INBOX | PREFERENCES English v
(590 [ Quarantine Settings ][ Spam Settings | Password |

Quarantine Inbox

Allowed Email Addresses and Domains {Whitelist)
- Rosalind
._'_ Eﬁ:mw Email Address
Rl )47 TINE INBOX | | Ads
Quarantine Inhox
Quarantine Inbox Page:1 of 1
|IS v |Fi\ter: | Mane A4 |Pattern: | Apply Filter Qu arantl n e Settl n g S Ta.b
‘Quarantine’age: [ 10% of 5120 KB Messages older than 14 days will be removed‘ - You can enable the Qual’antlne feature us'ng thIS tab
07/18/2008 11127 07/17/2008 17:33 07/16/2008 23138 . . . .
13 ® |t is highly recommended that you leave this setting on YES,
07/16/2006 23:38 . .
ey which is the default.
[] Time Received From Subject Actions
[] o718/06 23128140 info@strangecosmos,com ¥ol 502 - July 17, 2006 - TOP 25 COUNTRY SONGS Deliver Whitelist Delete
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. Rosalind
Franklin
- University -

UL O UARANTINE INBOX | PREFERENCES
— IO [ Spam Settings ][ Password ]

Save Changes .

Quarantine Enable/Disable

Enable Quarantine: 9 @ ves ONo

If Mo, messages that would ardinarily
be quarantined will be delivered with
"[QUAR]" in the subject line.
Recommended: Yes

SPAM Settings Tab

# Enable or disable the SPAM Filtering option here.
®# The default setting is YES to have incoming mail scanned for
SPAM.

. Rosalind
i Fra nklin
 University |

B QUARANTINE INBOX | PREFERENCES English v

Save Changes .

Spam Filter Enable/Disable

& If Mo, all messages will be delivered
Enable Spam Filtering: & ves (Mo |without being scanned for spam,

Recommended: ves

Daily SPAM Quarantine Summary

® Barracuda will send you an e-mail notification, only if you have
SPAM in your Quarantine Inbox that needs to be acted upon.

& SPAM left in the Quarantine Inbox for more than 14 days will be
deleted automatically.

#®# The Quarantine Summary e-mail allows you the same SPAM
action options as the Inbox: deliver, whitelist, or delete. (red arrow)

# Quarantined mail does not count against your e-mail quota.

Created: 10/19/2006 1:44:00 PM; Revised:10/19/2006

Rosalind
Franklin
University
Spam Firewall

Spam Quarantine Summary

This is your quarantine summary from the Rosalind Franklin University - Spam Firewall 01,

You have 1 messages in your spam guarantine inbos,

s Click on the Deliver link to have a message delivered to your mailbox,

+ Click on the Whitelist link to have a message delivered to your mailbox and whitelist the sender g& that
his/her messages will no longer be quarantined.

+ Click the Delete link to have the message deleted from your quarantine.

Quarantine Usage: [ 10% of 5120 KB Messages older than 14 days wile removed

Time Received From Subject Actions

07/16/06 23:38:40 info@strangecasmos.com ¥ol 502 - July 17, 2006 - TOP 25 COUNTRY SONGS Deliver Whitelist Delete

Outlook 2003 Plug-ins

# Outlook plug-ins allow you to manually classify messages as
SPAM or NOT SPAM.

# In Outlook, select the message(s) to be classified and locate the
Barracuda buttons on your mailbox toolbar.

Send/Receive ~ ||ZoFind [ | LA
=E-EY XY

* Search In~- I

ly —4Reply to All (5 Forward | =
9 | 5 | Messages
Look for:

o Click on the RED envelope (with the ‘X’ mark) to
classify a message as SPAM.

o Click on the GREEN envelope (with the ¥ mark) to
indicate this message should not be considered SPAM.
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